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DENSITY DESIGN

DensityDesign is a research lab in the Design Department
of the Politecnico di Milano. It focuses on the visual
representation of complex social, organizational and
urban phenomena
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Borders A visual exploration of the online  Italian Social Condition
Since the launch of the Internet Movie conversational space. Elective affinities between Economic

Database in 1990 a large amount of data Abstract Since the last decade journalism Statistic & Communication Design
about movies has been collected online, has been going through a fast and Economic statistic concerns
giving us the possibility to... substantial revolution. The morning understanding complex,

paper is now replaced with almost... multidimensional,...

“From Mind to Reality” Workshop

San Marino Design Workshop

Depiction of cultural points of view on homosexuality using Wikipedia as a proxy




to make complex phenomena (visually)
accessible, understandable and usable



making sense of data

Collection

Organization

Visualization



making sense of dat{EOlIEEtioh + organization + visualization

Collecting articles from EMM Newsbrief
Collecting structured data from gunpolicy.org

Scraping the Deep Web



making sense of data: collection + organization + Visualization™

Visualization as a research tool (process)

Visualization as a research result (product)



of . collection + organization + isualization
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making sense of data: collection + organization + Visualization™
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Collecting articles from the Web

Exploiting the EMM repository

@ FIRE




collect articles from the web related to shootings
and weapon selzures in the European Union
(01/2010 - 03/2015).

identify events from the collection.

simplity manual analysis for finding detailed information.



Source

EMM newsbrief: A news
aggregator website collecting
fan ch 24,2 articles from a vast variety of
A A online newspapers.
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unsolved for eight years; A mystery suspect called Mr Russouw from a pay.......

Man charged for murder James Russouw, 24, 2 month after a 5 1million reward was posted for the cold case
death
&l dailyma 1fo [it] [other

Cold case breakthrough: Man charged with murder of James Russouw, 24, a month after a £1 million reward was posted

lames Russouw, 24, was stabbed, doused in petrol and set alight in 2008 The Melbourne man's murder has remained
: H & Available an the ANDROIC APP QN

unsolved for eight years; A mystery suspect called Mr Russouw from a pay....... APF" Store b’ Gfmglf play

Quelle: nationalpost.com, vor 11 Minuten verdffentlicht
™ direktbroker Info [it] [other

13.04.2016 - 05:57 Uhr German rail dispatcher played game on his phone shortly before horrific train collision that
killed 11. The unnamed dispatcher was arrested on suspicion of negligent homicide, prosecutors in the Bavarian town of

Traunstein said in a statement

Dispatcher 'played phone game' before train crash Authorities have arrested a rail dispatcher in Germany after

accusing him of allowing a fatal collis
W n Imfiz [it] [other

Accidents Dispatcher arrested: Game linked to Bad Aibling crash. Authorities have arrested a rail dispatcher in Germany

after accusing him of allowing a fatal collision to happen because he was distracted by a video game. The crash killed 11

people in February....

&l3 dailyma 1fo [it] [other
Detectives investigating the gruesome murder of a woman whose head, leg, and arm were dumped in a recycling bin in
Seattle found a 15-inch pruning saw and bits of flesh in the bathroom of her Renton, Washington, home, court

documents reveal. Ingrid Lyne, 40, was reported missing on Saturday morning.......

LEWISTOWN, Mont (AP) — Drones might soon be dropping ...
. 2dhoc Infiz [it] [other

voanews.com berichtet: At least eight people were Killed Monday and early Tuesday in U 5 . At Least 8 Killed as U5 E I\/I I\/I n eWS b r. i ef
Alirstrikes Target al-5habab in Somalia. airstrikes targeting al-5habab militants in southern S5omalia. Pentagon

spokesman Captain Jeff Davis said unmanned drones were used

Has man who ‘butchered Seattle mother-of-three killed before'? FBI to investigate similar crimes in the region http//emm ] neWSbrleer/

after it emerges a3 15-inch pruning saw |




challenges | time & volume

~3 seconds to get full information about an article
~50.000 articles per country

~2 days for each country



challenges | noise

Many outliers not related to the starting queries.
Many duplicates of the same articles on different sites.

Many different articles talking about the same event.



challenges | language

28 different countries, almost each one with its own language.

Text analysis and results evaluation may be difficult for less
used idioms.



Methodology



Definition and preparation of the queries

Each query is a set of keywords, translated in all the languages of the EU
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Site scraping

Each translated query has been used as input for an ad-hoc
developed crawler and scraper.

Information about each article (title, publication date, source
country, source publisher, full text, original link) can be saved
in a structured dataset.



Entries filtering

A first filter is applied by looking for a set of geographical
(“Mexico", “Syria",...), VIP ("Obama","Pistorius", ...),
stopwords, in order to exclude potentially non-relevant
entries.



Entries extraction

In order to further characterize each entry in our dataset, an
Entity Extraction Routine was applied to the full text of
each article.



Barclays misled shareholders and the public about one of the biggest investments in the bank's history, a BBC TeXt R aZ O r
Panorama investigation has found. 0.77 economy, business and A Named Entlty

finance=economy (general) e
politics>government ReCOgnlthn and
politics extraction service that
i recognizes and
The bank announced in 2008 that Manchester City owner Sheikh Mansour had agreed to invest more than £3bn. . :::L:alzﬂg:?:?:nd Categorlzes Semantlcal Iy
" p relevant words in a text.

finance=finance (general)

economy, business and

finance>business (general) Supports 10 Ianguages

crime, law and justice=laws

social issue=social issues

But the BBC found that the money, which helped Barclays avoid a bailout by British taxpayers, actually came from (general)

the Abu Dhabi government. economy, business and

finance=financial and business

service

Barclays

. . . , . ’ Mansour bin Zayed Al Nahyan
Barclays said the mistake in its accounts was "a drafting error".

Economics
Business
Finance

Financial economics TeXt RaZOI’

Investment

International Petroleum https://vwvw.textrazor.com/




Aggregation by event

Articles related to the same event where grouped by
3 main factors:

Date proximity
Title similarity

Matching entities



Manual filtering and data extraction

to obtain detalled information that can't be
automatically obtained by the text, and to clean the
dataset from outliers and errors.



Collecting structured data from gunpolicy.org

Exploiting the EMM repository

@ FIRE




Find Gun Policy

Armed viclence
prevention, gun control

laws and the small arms

(rage:

Facts by Country

THE UNIVERSITY OF

Armed violence and gun laws, country by country

In a sea of web sites offering unverified, polansed opinions an gun viclence,

provides evidence-based, country-by-country intelligence from a broad range of official and

academic sources. This university site s for researchers, officials, journalists and advocates

who need accurate citations and rapid access to credible sources.

GunPolicy.org

?l-...,.»-r"”fﬂr

Companre gun facts by country ‘?1"‘_ K"a‘

Compare your country to the rest of the world

GunPolicy.org

LISA and States

more examples

L

L
Chart your own country compansons '?-t %

a

@) UNSCAR

. United Nahions Trust Facility

Supporting (ooperation

. on ARS F!l'-'{_l [mfion

Daily News Feeds

gunpolicy.org

A repository of detailed data
about international firearms
policies and facts.

Many information for each country
(statistics about firearm
possession, Injuries and killings,
seizures, etc)

http://www.gunpolicy.org



For each country, many different data formats can be found

single datum
no. of privately owned firearms: 1,800,000

time series

long gun homicides: 2010: 2
2009: 1

2008:
2007:
2005:
2004.
1999:
1998:

OO o0 P Wk R

verbose statements
destruction and disposal policy: In Belgium, it is state policy to destroy surplus,
collected and seized firearms rather than return them to the secondary arms market



single datum and statements
Rate civilian firearms possession
World ranking

N. registered firearms

Rate registered firearms

Estimated n. illicit firearms

Estimated rate illicit firearms
Smuggling Guns and Ammunition
Transparency of Small Arms Transfers
Penalty for lllicit Firearm Possession

time series

Total Number of Gun Deaths!

Rate of All Gun Deaths per 100,000 People!
Homicides (any method)!

Rate of Homicide per 100,000 People (any method)!
Gun Homicides

Rate of Gun Homicide per 100,000 People,
Handgun Homicides

Rate of Handgun Homicide per 100,000 People
L.ong Gun Homicides

Rate of Long Gun Homicide per 100,000 People
Gun Homicides (Other)

Rate of Gun Homicide (Other) per 100,000 People
Gun Suicides

Rate of Gun Suicide per 100,000 People

Retrieved data for each country

Handgun Suicides

Rate of Handgun Suicide per 100,000 People

L.ong Gun Suicides

Rate of Long Gun Suicide per 100,000 People

Gun Suicide (Other)

Rate of Gun Suicide (Other) per 100,000 People

Unintentional Gun Deaths

Rate of Unintentional Gun Death per 100,000 People

Unintentional Handgun Deaths

Rate of Unintentional Handgun Death per 100,000 People
Unintentional Long Gun Deaths

Rate of Unintentional Long Gun Death per 100,000 People
Unintentional Gun Deaths (Other)

Rate of Unintentional Gun Death (Other) per 100,000 People

Gun Deaths from Undetermined Cause

Rate of Gun Death from Undetermined Cause per 100,000 People
Handgun Death from Undetermined Cause

Rate of Handgun Death from Undetermined Cause per 100,000 People
L.ong Gun Death from Undetermined Cause

Rate of Long Gun Death from Undetermined Cause per 100,000 People
Gun Death (Other) from Undetermined Cause

Rate of Gun Death (Other) from Undetermined Cause per 100,000 People
Small Arms Exports (USS) - Customs




Challenges

Data from gunpolicy.org can't be directly analyzed,
since no data retrieval service is provided.

Development of an ad-hoc crawler and scraper
to automatically download all the relevant data.



Value

Data regarding each country in the EU was saved in a non
relational database, allowing the use of complex

data structures.

Single spreadsheets and aggregations were extracted
to share data and allow analysis by third party.



Open Data

Data should be available in a open format on the
FIRE project website (give-back, public engagement).



Scraping the Deep Web

An Experimental Journey on a Controversial Terrain

@ FIRE




Onion, TOR and the Deep Web



behind the (dark) curtain
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The Deep Web is a World Wide Web layer
that needs specific software to be accessed.



Onion routing is a technique for anonymous
communication over a computer network.

In an onion network, messages are
encapsulated in layers of encryption.



File Edit View
[} About Tor

About Tor - Tor Browser

History Bookmarks Tools Help

S

—

| * |

about:tor

Congratulations!
This browser is configured to use Tor.

You are now free to browse the Internet anonymously.

Test Tor Network Settings

aQ

What Next? You Can Help!

Tor is NOT all you need to browse anonymously! There are many ways you can help make the Tor
You may need to change some of your browsing Network faster and stronger:

habits to ensure your identity stays safe.

[lps On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »

® v

Tor Browser
3.5-Linux

Tor Browser

A web browser implementing
the onion routing protocol,
thus enabling users to
anonymously access deep
web sites.

https://www.torproject.org/projects/!
torbrowser.ntml.en




Weapons trafficking on the Deep Web



Personal shops
Individual e-shops where a single
seller shows available weapons

for purchase

s ! §} =
main address: gunsjmzh2btr7ipy.onion
mirror: gunsdarkhzyowteb.onion

ASSAULT WEAPONS RIFLES SHOTGUNS SUBMACHINE GUNS AMMO

International Weapons Store

FULL ESCROW

1280x768 desktop minimum resolution

guns dark market
http://gunsjmzh2btr7ipy.onion/




Dream Market m Messages: 0 Account: B0.00 f2ddt5 Q| " e B ayl l Styl e S h O pS

Ichudifyeqgm 4ldjj.onion

Established 2013 Talk '\.E! Logout E-C()mmerce Websrtes Where
Browse by category sellers and buyers can register an
Other Fiter account to open their own shop or

» Defense Ships to Ships from Escrow Gﬁtgg_ﬂr':r'
[ | . | clense

Self-defense — ol .
Other e Frice Searcniext Sort by Vendor flnd Wares to buy

B v - i Al

Digital Goods
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Drugs Paraphernalia
STEALTH KNIFE CARD VCC for PAYPAL VERIFICATION 100%

services $0.0351 80.0351
Other BANK (454) (4.8 ) smartB66tiger (1365) (4.8 w)
WW — WW WW — WW

B Exchange

USD 4265

EUR 361.0

CAD 5485

AUD 5541

ggf, ';"‘,';fj where to buy 9mm Glock replica blank gun in

NOK 34237

DKK 2691.2 — - 80.083 [80.0703

TRY 11805 C—r— 5 e e fa e i
CNH 2783.6 il fakeita (6) (4.6 ) smartbietiger (1365) (4.8 w)

JPY  45886.7 - IT — EU, WW : WW — WW

Onion mirrors

lchudifyeqgmdidjj.onion
jdéyhuwcivehvdtd.onion
t3e6ly3uoifdzow2.onion

7ep7acrkunzdcwal.onion VCC for PAYPAL VERIFICATION 100% Ninja Stern,

$0.0351 $0.0512 d ream market

smartG66tiger (1365) (4.8 ) | ; GermanApotheke (239)

W — W OF —» DE, EU http://Ichudifyeqm4ldij.onion/




Scraping a Deep Web site



Onion routing is a technique for anonymous
communication over a computer network.

In an onion network, messages are
encapsulated in layers of encryption.



deep web sites can be scraped as any other
website, with some additional difficulties.

It is possible to pass through the onion routing by
using | OI's proxy server.



many .0Nion sites require the user to fill in a captcha code to
prove that they are human and prevent automated attacks.

Services that solve captchas for you do exist,
but they don't work as expected.




Solution

A semi-automated deep web crawler that waits for the
user input on the captcha page and automatically takes every
relevant information.



@ QuickTimePlayer File Edit View Window Help 3OS D & <P 100%@@ Mon14:57 Q =
—

l,q-,-—— —

[S—
Demo

Tommasos-MacBook-Pro:Desktop tommasoelli$ || =]

Don’t try this at home!



Results

3 months from 6 sites (Black market guns, Oasis, Valhalla,
Outlaw, Alphabay market, Dream market)

name, price, description +
caliber, provenience, destination -



Challenges

neterogeneity (analysis)
instability (consistency)

reliability (validation)



Value

experimental approach
unprecedented collection (and analysis)

knowledge (limits & legacy)



Interfaces for
visual explorations

from collection to visualization (sense-making)

@ FIRE

Available at:
http://fireproject.eu/explore




Eg EIRE SHOOTINGS

Seizures list
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web-app compatible with modern
browsers.



Based on open standard and libraries.



Collected data had been geo-locatec
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and clustered by region.
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Data were then checked and refined to avoid
lnconsistencies.



seizures - OpenRefine

< C ® 127.0.0.1

Ref]n e seizures Permalink

Facet / Filter Undo / Redo 39

Using facets and filters

Use facets and filters to select subsets
of your data to act on. Choose facet and
filter methods from the menus at the top
of each data column.

Not sure how to get started?
Watch these screencasts

v 4
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— i

—

im-Pongé
bei-schie
181575/

auf-Nach

'w.vol.at/r:

_Wilderer,
e.at&utm |

ronik/537

-dem-kel
ik/634844
tei-mit-re

Cluster & Edit column "Seizure ci"

This feature helps you find groups of different cell values that might be alternative representations of the same thing. For example, the two strings "New York" and "new
york" are very likely to refer to the same concept and just have capitalization differences, and "GAf|del" and "Godel" probably refer to the same person. Find out more ...

Method nearest neighbor & Distance Function levenshtein [&) Radius 1.0 Block Chars 6 T clusters found

Cluster Size = Row Count Values in Cluster Merge? New Cell Value # Rows in Cluster

2 8 Dusseldorf Dusseldorf
Dusseldorf

Hendrik-ldo-Ambacht Hendrik-ldo-Ambacht
Hendrik-ldo-Ambacht Average Length of Choices
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Olsztyn Olsztyn
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Montoro
Montorio

Select All | Unselect All Merge Selected & Re-Cluster Merge Selected & Close @ Close
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Visualization of seilzures

http://fireproject.eu/explore/#/seizures

@ FIRE




focus on selzures events



data is aggregated:
spatially
temporally



Map showing the
locations of seizures

Close location are clustered together in
one circle for better clarity

Size
O Q Q Number of seizures

Color

‘ ‘ Seized firearms




Zooming in, It Is
possible to see cities
INn detall




Timeline representing
the number of firearms seized

Timeline ALL COUNTRIES v Legend
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It Is possible to filter
temporally

Timeline ALL COUNTRIES wv - Legend
Number of seizures
80
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Or on a specific
country

Timeline ALL COUNTREES v Legend
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Seizures list

AUSTRIA
The panel on the right -
4 . I & BULGARIA
provides a list of all the selzures
CROATIA
CYPRUS

CZECH REPUBLIC

DENMARK

ESTONIA

FINLAND

FRANCE

GERMANY

GREECE

HUNGARY

IRELAND

ITALY

LATVIA

LITHUANIA



Selecting a single case, _—

It IS possible to see all the -+ co=* Seizures list
related detalls b i IGREdI AUSTRIA .

am Worthersee

Ciy Number of firearms
where firearms were found - - = -3trage Ammumicion
ouse Yes
Actors 1
involved people, their nationality, gender and age * * * *German b 35
Firearms 7

the list of seized firearms - - - other
ISTO

HW -

% Krumpend&?:f am Worthersee v



Eg FIRE SHOOTINGS SEIZURES

close{b Seizures list

Krumpendorf 10/05/2012 AUSTRIA

) v
am Worthersee

City Number of firearms

Storage Ammunition
House Yes

Actors 1

German L 35

Firearms vy

Other
Pistol

S W

% Krumpendorf am Woérthersee v

Timeline ALL COUNTRIES v

80
60
40
20

2010 2011 2012 2013 2014



The Interface allows
to combine multiple filters



Visualization of shootings

http://fireproject.eu/explore/#/shootings

@ FIRE




Eg EIRE - SEIZURES

Shootings list
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focus on shooting events



where
when
why
who shoot
Who were the victims



data is aggregated:
spatially
temporally



Challenges

portability (devices + environments)



Value

Self-service visual analytics (productivity)
deep exploration (knowledge)

dissemination (public engagement)
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Thank you.

Paolo Ciuccarelli - DensityDesign Research Lab (Politecnico di Milano)
paolo.ciuccarelli@polimi.it - www.densitydesign.org
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