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to make complex phenomena (visually) 
accessible, understandable and usable



making sense of data

Collection

Organization

Visualization



making sense of data: collection + organization + visualization 

Collecting articles from EMM Newsbrief 

Collecting structured data from gunpolicy.org

Scraping the Deep Web



making sense of data: collection + organization + visualization 

Visualization as a research tool (process)

Visualization as a research result (product)



making sense of data: collection + organization + visualization 



making sense of data: collection + organization + visualization 



Collecting articles from the Web

Exploiting the EMM repository



collect articles from the web related to shootings

and weapon seizures in the European Union
(01/2010 - 03/2015).

identify events from the collection.

simplify manual analysis for finding detailed information.



Source
EMM newsbrief: A news 

aggregator website collecting 

articles from a vast variety of 

online newspapers.

EMM newsbrief

http://emm.newsbrief.eu/



challenges | time & volume

~3 seconds to get full information about an article

~50.000 articles per country

~2 days for each country



challenges | noise

Many outliers not related to the starting queries.

Many duplicates of the same articles on different sites.

Many different articles talking about the same event.



challenges | language

28 different countries, almost each one with its own language.

Text analysis and results evaluation may be difficult for less
used idioms.



Methodology



Definition and preparation of the queries

Each query is a set of keywords, translated in all the languages of the EU



Site scraping

Each translated query has been used as input for an ad-hoc 
developed crawler and scraper.

Information about each article (title, publication date, source 
country, source publisher, full text, original link) can be saved 

in a structured dataset.



Entries filtering

A first filter is applied by looking for a set of geographical

(“Mexico", “Syria",...), VIP ("Obama","Pistorius", …), 
stopwords, in order to exclude potentially non-relevant 

entries.



Entries extraction

In order to further characterize each entry in our dataset, an 
Entity Extraction Routine was applied to the full text of 

each article.



Text Razor
A Named Entity 

Recognition and 

extraction service that 

recognizes and 

categorizes semantically 

relevant words in a text.

Supports 10 languages

Text Razor

https://www.textrazor.com/



Aggregation by event

Articles related to the same event where grouped by
3 main factors:

Date proximity

Title similarity

Matching entities



Manual filtering and data extraction

to obtain detailed information that can't be 

automatically obtained by the text, and to clean the 
dataset from outliers and errors.



Collecting structured data from gunpolicy.org

Exploiting the EMM repository



gunpolicy.org
A repository of detailed data 

about international firearms 

policies and facts.

Many information for each country 

(statistics about firearm

possession, injuries and killings, 

seizures, etc)

http://www.gunpolicy.org



For each country, many different data formats can be found

single datum
no. of privately owned firearms: 1,800,000

time series
long gun homicides: 2010: 2
2009: 1
2008: 1
2007: 1
2005: 3
2004: 4
1999: 6
1998: 6

verbose statements
destruction and disposal policy: In Belgium, it is state policy to destroy surplus,
collected and seized firearms rather than return them to the secondary arms market



Retrieved data for each countrysingle datum and statements
Rate civilian firearms possession
World ranking
N. registered firearms
Rate registered firearms
Estimated n. illicit firearms
Estimated rate illicit firearms
Smuggling Guns and Ammunition
Transparency of Small Arms Transfers
Penalty for Illicit Firearm Possession

Handgun Suicides
Rate of Handgun Suicide per 100,000 People
Long Gun Suicides
Rate of Long Gun Suicide per 100,000 People
Gun Suicide (Other)
Rate of Gun Suicide (Other) per 100,000 People
Unintentional Gun Deaths
Rate of Unintentional Gun Death per 100,000 People
Unintentional Handgun Deaths
Rate of Unintentional Handgun Death per 100,000 People
Unintentional Long Gun Deaths
Rate of Unintentional Long Gun Death per 100,000 People
Unintentional Gun Deaths (Other)
Rate of Unintentional Gun Death (Other) per 100,000 People
Gun Deaths from Undetermined Cause
Rate of Gun Death from Undetermined Cause per 100,000 People
Handgun Death from Undetermined Cause
Rate of Handgun Death from Undetermined Cause per 100,000 People
Long Gun Death from Undetermined Cause
Rate of Long Gun Death from Undetermined Cause per 100,000 People
Gun Death (Other) from Undetermined Cause
Rate of Gun Death (Other) from Undetermined Cause per 100,000 People
Small Arms Exports (US$) - Customs

time series
Total Number of Gun Deaths!
Rate of All Gun Deaths per 100,000 People!
Homicides (any method)!
Rate of Homicide per 100,000 People (any method)!
Gun Homicides
Rate of Gun Homicide per 100,000 People,
Handgun Homicides
Rate of Handgun Homicide per 100,000 People
Long Gun Homicides
Rate of Long Gun Homicide per 100,000 People
Gun Homicides (Other)
Rate of Gun Homicide (Other) per 100,000 People
Gun Suicides
Rate of Gun Suicide per 100,000 People



Data from gunpolicy.org can't be directly analyzed,

since no data retrieval service is provided.

Development of an ad-hoc crawler and scraper

to automatically download all the relevant data.

Challenges



Data regarding each country in the EU was saved in a non 

relational database, allowing the use of complex 

data structures.

Single spreadsheets and aggregations were extracted 
to share data and allow analysis by third party.

Value



Open Data

Data should be available in a open format on the
FIRE project website (give-back, public engagement).



Scraping the Deep Web
An Experimental Journey on a Controversial Terrain



Onion, TOR and the Deep Web



behind the (dark) curtain



behind the (dark) curtain



The Deep Web is a World Wide Web layer

that needs specific software to be accessed.



Onion routing is a technique for anonymous
communication over a computer network.

In an onion network, messages are
encapsulated in layers of encryption.



Tor Browser
A web browser implementing 

the onion routing protocol, 

thus enabling users to 

anonymously access deep 

web sites.

https://www.torproject.org/projects/!

torbrowser.html.en



Weapons trafficking on the Deep Web



Personal shops
Individual e-shops where a single

seller shows available weapons

for purchase

http://gunsjmzh2btr7lpy.onion/

guns dark market



"eBay" style shops
E-commerce websites where

sellers and buyers can register an

account to open their own shop or

find wares to buy

http://lchudifyeqm4ldjj.onion/

dream market



Scraping a Deep Web site



Onion routing is a technique for anonymous

communication over a computer network.

In an onion network, messages are
encapsulated in layers of encryption.



deep web sites can be scraped as any other
website, with some additional difficulties.

It is possible to pass through the onion routing by
using Tor's proxy server.



many .onion sites require the user to fill in a captcha code to
prove that they are human and prevent automated attacks.

Services that solve captchas for you do exist,
but they don't work as expected.



Solution

A semi-automated deep web crawler that waits for the 
user input on the captcha page and automatically takes every 

relevant information.



Demo

Don’t try this at home!



Results

3 months from 6 sites (Black market guns, Oasis, Valhalla, 
Outlaw, Alphabay market, Dream market)

name, price, description +
caliber, provenience, destination -



Challenges

heterogeneity (analysis)

instability (consistency)

reliability (validation)



Value

experimental approach

unprecedented collection (and analysis)

knowledge (limits & legacy)



Interfaces for 

visual explorations
from collection to visualization (sense-making)

Available at:

h t t p : / / f i r e p r o j e c t . e u / e x p l o r e





web-app compatible with modern 

browsers.



Based on open standard and libraries.



Collected data had been geo-located





and clustered by region.



Countries

NUTS-1

NUTS-2

NUTS-3



Data were then checked and refined to avoid 
inconsistencies.





Visualization of seizures

h t t p : / / f i r e p r o j e c t . e u / e x p l o r e / # / s e i z u r e s



focus on seizures events



data is aggregated:

spatially

temporally



Map showing the

locations of seizures
Close location are clustered together in
one circle for better clarity

Size

Number of seizures

Color

Seized firearms



Zooming in, it is

possible to see cities

in detail



Timeline representing 

the number of firearms seized 



It is possible to filter

temporally



Or on a specific

country



The panel on the right

provides a list of all the seizures



Selecting a single case,

it is possible to see all the

related details

involved people, their nationality, gender and age

the list of seized  firearms

where firearms were found





The interface allows 

to combine multiple filters



Visualization of shootings

h t t p : / / f i r e p r o j e c t . e u / e x p l o r e / # / s h o o t i n g s





focus on shooting events



where

when

why

who shoot

who were the victims



data is aggregated:

spatially

temporally



Challenges

portability (devices + environments)



Value

Self-service visual analytics (productivity)

deep exploration (knowledge)

dissemination (public engagement)



Enjoy!



Thank you.

Paolo Ciuccarelli - DensityDesign Research Lab (Politecnico di Milano)

paolo.ciuccarelli@polimi.it - www.densitydesign.org


